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Introduction

This report is a technical verification on the improvement measures agreed by Microsoft to mitigate
high data protection risks for end-users when they use Office 365 for the Web and mobile Office

apps.

As commissioned by SLM Rijk, in 2020 Privacy Company conducted a (repeat) Data protection
impact assessment (DPIA) on Office 365 for the Web and mobile Office apps. The results were
published in July 2020.* The DPIA concluded there were 6 high data protection risks for end-users of
the software related to the processing of data about their use of the software and services (so-
called Diagnostic Data).

Between April and June 2020, SLM Microsoft Rijk and Microsoft agreed on measures to mitigate
the six high data protection risks, as described in Section 17.3 of the DPIA. Some of the mitigating
measures could be implemented fast, other mitigating measures required more time.

Privacy Company conducted a first check on the status quo of the implementation measures in
August 2020, and found Microsoft complied with the 4 mitigating measures it had agreed to
implement per 1 August 2020. These were:

1. Provide further information on the third parties identified in the DPIA report and
classification of these parties either as a sub-processor (if Microsoft is a processor) or a
Controller Connected Experience, a Non-Microsoft Product or an Add-In (if Microsoft is the
controller).

2. Roll out controls by which the system administrator can limit or turn off, at the customer’s
choice, the use of optional/Controller Connected Experiences for the Excel, OneDrive,
Outlook, PowerPoint, Teams and Word mobile applications.

3. Roll out controls to limit the collection by Microsoft of diagnostic data from the Excel,
OneDrive, Outlook, PowerPoint, Teams and Word mobile applications (telemetry limitation
choice for admins), plus ensure that all diagnostic data collected from Office for the Web
will be limited to (the minimum level of) Required Service Data.

4. Preventthe presence of certain content (file-, pad-, usernames) in telemetry data when
using parts of Office for the Web.

* Data protection impact assessment Office 365 for the Web and mobile Office apps, 30 June 2020, URL:
https://www.rijksoverheid.nl/binaries/rijksoverheid/documenten/rapporten/2020/06/30/data-protection-
impact-assessment-office-365-for-the-web-and-mobile-office-
apps/DPIA+Office+for+the+Web+and+mobile+Office+apps+30+June+2020.pdf
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In this second check, Privacy Company verified Microsoft's compliance with the remaining
improvement measures, also with regard to some low risks found in the separate DPIA on Microsoft
Intune.?

This report is based on the following 5 verification questions:

1. Has Microsoft legally guaranteed (in its OST and DPA) that it only acts as data processor of
all personal data that Microsoft and its sub-processors process through the Office mobile
apps, through Office for the Web, and through the Intune Company Portal app? This, with
the exception of processing through the Controller Connected Experiences and processing
through the Apple, Google and Samsung mobile platforms.

2. If asystem administrator has disabled the Controller Connected Experiences, does
Microsoft still send traffic to third parties? If so, are those third parties mentioned on the list
of subprocessors? Have new sub-processors been added to the list, compared to the
situation in August 20207

3. Does Microsoft provide a data viewer tool for OneDrive, Outlook and Teams, and does it
work properly?

4. Has Microsoft published adequate documentation on the diagnostic data it collects from
the inspected Office mobile apps, the Intune Company Portal app, and the Office for the
Web apps? Is there any documentation on other Office 365 apps?

5. Does Microsoft give system administrators full access via its (online) Data Subject Access
Request tool to the diagnostic data it collects from the inspected (Office 365 and Intune)
apps? Does Microsoft provide adequate explanations if it does not provide certain personal
data?

Privacy Company found two anomalies in its first compliance check: the presence of names and e-
mail addresses in the telemetry data from the OneDrive app on iOS, and the presence of Bing
search functionality in the Outlook Office for the Web app (named Expressions). For this latter
functionality, Microsoft qualifies as data controller. If an admin disables the Controller Connected
Experiences, this functionality should therefore not be visible for end-users. In this second check,
these anomalies were checked once more, to verify if Microsoft has taken measures to correct this
data collection.

Conclusions

Microsoft has implemented most of the agreed improvement measures according to plan.
However, the two anomalies observed in August 2020 are still present today. These are:

1. The presence of a Controller Connected Experience in the Outlook Web app and thus traffic
to third party Giphy, and;

> Data protection impact assessment Intune, 30 June 2020, URL:
https://www.rijksoverheid.nl/binaries/rijksoverheid/documenten/rapporten/2020/06/30/data-protection-

impact-assessment-intune/DPIA+Intune+30+June+2020.pdf
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2. The presence of names and e-mail addresses in Android OneDrive, iOS OneDrive, and Word
Online telemetry.

Additionally, the analysis of the telemetry traffic shows that there are major bugs in the telemetry
data viewer tools for iOS Teams, Android OneDrive, and Android Word. The data collected via the
data viewer tool differ from a comparable data collection via a mitm proxy. Moreover, the majority
of diagnostic data that were found during the tests are not listed in the overview provided by
Microsoft.

Microsoft's responses to the Data Subject Access Requests filed by the administrator do not include
the telemetry data, so these answers are incomplete. Microsoft does not provide an explanation
why these personal data are not included.

Once Microsoft corrects these anomalies and completes the diagnostic data overview, and provided
that government administrators apply the recommended measures from the DPIA, the high data
protection risks for data subjects related to the collection of data about the use of Office for the
Web and the mobile Office apps identified in this DPIA will be mitigated.
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1. Legal guarantees data processor role

This section answers the first verification question:

Has Microsoft legally guaranteed (in its OST and DPA) that it only acts as data processor of all
personal data that Microsoft and its sub-processors process through the Office mobile apps,
through Office for the Web, and through the Intune Company Portal app? This with the exception of
processing through the Controller Connected Experiences and processing through the Apple,
Google and Samsung mobile platforms.

Microsoft provides its main legal privacy guarantees through its Online Service Terms (OST)3 and
the Data Protection Addendum (DPA).* Starting in March 2021, Microsoft no longer offers an
integrated Word document of its OST. Microsoft only publishes two skeleton sets of universal
license terms (for Online Services and for all software), and a new section ‘Online Services Privacy &
Security Terms’ on its new Product Terms website. Specific conditions per type of service or
software are now only published online, and the contents of this information may vary, depending
on the type of volume license. Microsoft publishes a list of monthly changes.>

For this check, Microsoft’s information was checked for the two types of licenses that are most
likely to be used by government organisations: the Microsoft Product and Services Agreement
(MPSA), and Microsoft Enterprise/Enterprise Subscription/Server and Cloud Enrollments
(EA/EAS/SCE). No apparent differences were found between the privacy information relevant for
this check for these two types of licenses.

In the new universal section Online Services Privacy & Security Terms® Microsoft explains that
Office for the Web is a Core Online Service, but the mobile Office apps and the Intune Company
Portal app are not:

Core online services are: “The following services, each as a standalone service or
as included in an Office 365-branded plan or suite: (...), Office for the web (...).
Office 365 Services do not include Microsoft 365 Apps for enterprise (...), any client
software (...)."”

3 Microsoft Online Services Terms. The most recent available Word version from the OST dates from February
2021, URL: https://www.microsoftvolumelicensing.com/Downloader.aspx?Documentld=18738 . Microsoft

notes: “Please note this is the last Online Services Terms Word document. Going forward, the terms will be
published on the Product Terms site available at https://www.microsoft.com/licensing/terms/productoffering "

4 Microsoft Online Services DPA. The most recent public version from the DPA dates from g December 2020,
URL: https://www.microsoftvolumelicensing.com/Downloader.aspx?Documentld=18600 In the DPA,

Microsoft explains it makes archived version availabe via https://aka.ms/DPA.

5 Microsoft, Summary of Changes, URL: https://www.microsoft.com/licensing/terms/product/changes/MPSA

& Microsoft, Online Services Privacy & Security Terms, URL:
https://www.microsoft.com/licensing/terms/product/PrivacyandSecurityTerms/EES

7ldem.
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With regard to Intune, Microsoft explains that only its cloud-provided services are Core Online
Services, not any installed software:

Core online services are: "The cloud service portion of Microsoft Intune such as the
Microsoft Intune Add-on Product or a management service provided by Microsoft
Intune such as Mobile Device Management for Office 365.”

However, even though Office for the Web, the mobile Office apps and the Intune Company Portal
app are not ‘Core Online Services’, Microsoft does provide general and specific guarantees about its
role as data processor for each of the three types of software and services in Service Specific Terms.

In its universal license terms for Online Services®, Microsoft mentions the existence of its telemetry
data collection through software, both for the purpose of license verification, and for the purposes
defined in the Data Protection Addendum:

"Microsoft may automatically check the version of any of its software. Devices on
which the software is installed may periodically provide information to enable
Microsoft to verify that the software is properly licensed. This information includes
the software version, the end user’s user account, product ID information, a
machine ID, and the internet protocol address of the device. If the software is not
properly licensed, its functionality will be affected. Customer may only obtain
updates or upgrades for the software from Microsoft or authorized sources. By
using the software, Customer consents to the transmission of the information
described in this section. Microsoft may recommend or download to Customer’s
devices updates or supplements to this software, with or without notice. Some
Online Services may require, or may be enhanced by, the installation of local
software (e.g., agents, device management applications) ("Apps”). The Apps may
collect Diagnostic Data (as defined in the DPA) about the use and performance
of the Apps, which may be transmitted to Microsoft, to the extent any
Personal Data is contained therein, and used for the purposes described in the
DPA. [emphasis added by Privacy Company]”

The reference to the DPA for the installed apps implies that Microsoft (only) acts as data processor

for the mobile Office apps and the Intune Company Portal app.

1.1. Processor for the iOS and Android Office apps

Microsoft explains in the Product Terms for Microsoft 365 Applications:

"Smartphone and Tablet Devices

Each user to whom Customer assigns a Microsoft 365 Apps for business or
Microsoft 365 Apps for enterprise User SL may (i) use Microsoft Office for mobile

8 Ibid.
9 Microsoft, Universal License Terms, For Online Services, URL:
https://www.microsoft.com/licensing/terms/product/ForOnlineServices/EES
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devices for commercial purposes and (ii) sign in to Microsoft Office with their work
or school account on up to five smartphones and five tablets.

When versions of Microsoft Word, Excel, PowerPoint, Outlook, OneDrive, and
Teams applications for mobile devices ("M365 Mobile Applications”) are used
with a work or school account to access Online Services governed by these
terms, the terms that govern the relevant Online Service apply to that use of
the M365 Mobile Applications. Microsoft’s commitments related to M365 Mobile
Applications do not extend to data processing, policies, or practices of third-party
providers of mobile platforms on which the mobile applications operate (e.g., Apple,
Google).”

Microsoft has thus provided the agreed legal guarantee that it only acts as data processor for the
mobile Office apps, with the exclusion of data processing of third-party mobile platforms on which
the mobile apps operate.

1.2.Processor for Office for the Web

As explained above, Microsoft qualifies Office for the Web as a Core Online Service in its universal
Online Service Terms. That means Microsoft only acts as a data processor, as defined in the scope
of the Data Protection Addendum:

"The DPA Terms apply to all Online Services except any Online Services specifically
identified as excluded in Attachment 1 to the OST (or successor location in the Use
Rights), which are governed by the privacy and security terms in the applicable
Online Service specific terms. "

Microsoft publishes General Service Terms and Service Specific Terms for Office for the Web
(browser-based access to the Office applications) on its Product Terms Site.*

In the Service Specific Terms, Microsoft explains that it only considers Word, Excel, PowerPoint and
OneNote as Core Features (not Teams or Outlook):

"Office for the web or its successor service will have the following Core Features
capabilities stated in the General Terms:

** Microsoft 365 Applications, Service Specific Terms, URL:
https://www.microsoft.com/licensing/terms/productoffering/Microsoft365Applications/MPSA and

https://www.microsoft.com/licensing/terms/productoffering/Microsoft365Applications/MPSA#ServiceSpecifi

cTerms.

 Microsoft Online Services DPA, g December 2020, URL:
https://www.microsoftvolumelicensing.com/Downloader.aspx?Documentld=18600.
2 Microsoft, Office for the Web, General and Service Specific Terms, URL:
https://www.microsoft.com/licensing/terms/productoffering/Officefortheweb/MPSA.
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An end user will be able to create, view, and edit documents in Microsoft Word,
Excel, PowerPoint, and OneNote file types that are supported by Office for the web
or its successor service.

External Users invited to site collections via Share-by-Mail functionality do not
need User SLs with Office for the web.”

In its General Service Terms, Microsoft explains that other applications (notably Outlook) will

substantially conform to the Core Features description:

"During the term of Customer’s subscription, the Office 365 Services will
substantially conform to the Core Features description provided (if any) in the
Office 365 service-specific sections, subject to Product restrictions or external
factors (such as the recipient, message rate, message size and mailbox size limits
for e-mail; default or Customer-imposed data retention policies; search limits;
storage limits; Customer or end user configurations; and meeting capacity limits).
Microsoft may permanently eliminate a functionality specified in the Office 365
service specific sections only if it provides Customer a reasonable alternative
functionality.

Microsoft has thus provided the agreed legal guarantee that it only acts as data processor for Office
for the Web.

However, in the Outlook Office for the Web app, the search functionality Expressions still appears,

for which Microsoft appears to be a data controller. If an end-user uses that Bing-based

functionality, Microsoft-as-a-data-processor sends personal data to Microsoft-as-a-data-controller

against the instructions of the data controller. See Section 3 below.

1.3. Processor for Intune Company Portal app

In its Service Specific Terms for Microsoft Intune (under ‘Other Online Services’, ‘Microsoft Intune’),

unchanged compared to the last OST of February 2021, Microsoft explains:

"Manage Devices and Applications

Each User to whom Customer assigns a User SL may access and use the Online
Services and related software (including System Center software) to manage
applications and up to fifteen devices. Management of a device accessed by more
than one user requires a User SL for each user. "If Intune Company Portal App is
used to manage devices, the terms of the OST that apply to Microsoft Intune
Online Services (as defined in the Core Online Services table in Attachment 1 -
Notices) apply to the use of Intune Company Portal App. Microsoft’s
commitments related to Intune Company Portal App do not extend to data
processing, policies, or practices of third-party providers of mobile platforms

3 |dem.
14 |bid.
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on which Intune Company Portal App operates (e.g., Apple, Google. [Emphasis
added by Privacy Company]”

Microsoft has thus provided the agreed legal guarantee that it only acts as data processor for the
Intune Company Portal app.

2. Traffic to third parties

This section answers the second verification question:

If a system administrator has disabled the Controller Connected Experiences, does Microsoft still
send traffic to third parties? If so, are those third parties mentioned on the list of subprocessors?
Have new sub-processors been added to the list, compared to the situation in August 2020?

Methodology and findings

1. Privacy Company has created a new test account in its own Microsoft365 Business tenant.

2. Privacy Company applied its regular testing procedure, with test devices and interception
with Mitm-proxy, as described more extensively in complete DPIA reports.

3. Asadmin of the tenant, we have switched off the Controller Connected Experiences.

4. We checked the currently available version of the subprocessor list.

Subprocessor list

Microsoft’s list of subprocessors for the Online Services can be found online, in its overview of Data
Protection Resources.* Microsoft did not add or remove subprocessors from this list since 1 August
2020. As confirmed in the first technical verification report, this means that only Adjust, Akamai and
UserVoice may process personal diagnostic or customer data as subprocessors. Traffic to
Cloudflare, Giphy and Helpshift should not occur, as these third parties are only used in connection
with Controller Connected Experiences.

Based on the tests, it appears that traffic to Giphy still occurs from Outlook Online. No traffic to
third parties was seen from any of the other tested applications.

Traffic to Microsoft as data controller

As first noted in the August 2020 verification report, in the Outlook Office for the Web app, the
search functionality Expressions continues to appear, even though all Controller Connected
Experiences were centrally disabled. As this image search tool is based on Microsoft's consumer
service Bing, Microsoft appears to be a data controller for this data processing. If an end-user uses
that Bing-based functionality, Microsoft-as-a-data-processor thus sends personal data to Microsoft-

*5 Microsoft Online Services Subprocessor List, Last updated 31 July 2020.
https://servicetrust.microsoft.com/ViewPage/TrustDocumentsV3?command=Download&downloadType=Do

cument&downloadld=926b2cf5-6b6e-43ca-gbc3-f73eq61aadsf&tab=7f51cb60-3d6¢-11€9-b2af-
7bbafsd2dg13&docTab=7f51cb60-3d6¢-11e9-b2af-7bbafgd2dg13 Subprocessor_List
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as-a-third party data controller. This explicitly goes against the instructions of the data controller to
block access for end-users to functionalities for which Microsoft, or third parties, acts as data
controller. In the tests, there were still requests sent from Outlook Online to the Bing service.

Figure 1. Bing search functionality for Expressions in Outlook Online, 7 April 2021.
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3. Presence and functioning of Data Viewer
Tool

This section answers the third verification question:

Does Microsoft provide a data viewer tool for OneDrive, Outlook and Teams, and does it work
properly?

Microsoft now indeed provides a data viewer tool. The question was whether the tool is available
for OneDrive, Outlook and Teams. In the technical setup, the presence and working of the data
viewer tool for all the different apps on each platform was tested. The tool is shown in all the iOS
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and Android apps and can be configured. Testing the data viewer tool shows that it only works for
three apps, namely for the Teams app on iOS, and for the OneDrive and Word app on Android. So,
there is a working data viewer tool for OneDrive and Teams, but each only on one platform. The
data viewer tool for Outlook is not yet working.

Table 1. Overview availability and functionality Data Viewer Tool.

Data viewer Data viewer Data overview
available working complete
iOS OneDrive yes no n.a.
iOS Excel yes no n.a.
iOS PowerPoint yes no n.a.
iOS Teams yes yes no
iOS Word yes no n.a.
iOS Outlook yes no n.a.
Android OneDrive yes yes no
Android Excel yes no n.a.
Android PowerPoint yes no n.a.
Android Teams yes no n.a.
Android Word yes yes *
Android Outlook yes no n.a.

*Due to the large amount diagnostic messages for Word on Android (4914 observed through the
proxy and 4440 through the Diagnostic Data Viewer) Privacy Company could not determine if
differences in observed diagnostic data are caused by slight variations in the manual testing or by
the Diagnostic Data Viewer showing incomplete results.

Privacy Company performed the tests twice, with and without a proxy to intercept traffic data. The
data viewer tool does not function in combination with a network proxy. The tests also show that
the data viewer tool does not work as documented. The connection string that is provided has to be
changed to an explicit http-connection by pre-pending “http://” to the connection string. When the
tool is configured in the app, the app indicates that the connection to the tool is working properly.
However, no telemetry is seen in the data viewer tool. This can have two reasons: either the tool
does not work correctly, or no telemetry is sent.

To verify whether telemetry is sent, Privacy Company assessed the network traffic that was
captured via the proxy. The traffic contains a lot of telemetry data, so at least the data viewer tools
for some of the apps do not work properly (yet). Privacy Company collected telemetry messages in
requests to the following domains:

e browser.pipe.aria.microsoft.com
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e browser.events.data.microsoft.com
e ic3.events.data.microsoft.com

e self.events.data.microsoft.com

e teams.events.data.microsoft.com
e web.vortex.data.microsoft.com

The three data viewer tools that are actually working do also include the telemetry data. In the
analysis of the network traffic that was captured via the proxy, Privacy Company also found
telemetry data. However, the telemetry data in the network traffic differ from the telemetry data
that are provided via the data viewer tool. Due to the fact that the data viewer tool does not work
when combined with a mitm proxy, the scenarios were executed with slight differences and not in
parallel. So, it is difficult to make a detailed comparison of the two sets of telemetry data. What is
clear, is that the data-sets do differ in content, as well as in the event names that are used. This
makes it hard to verify whether the telemetry shown in the data viewer tool is indeed complete.

An overview and comparison of the telemetry data detected via the mitm proxy and via the data
viewer tool can be found in Annex 1.

In the telemetry data sent from the OneDrive app in Android and iOS and Word Online, the names
and e-mail addresses of our test users were found. Most examples are of the user’'s name and e-mail
contained in a Sharepoint URL.

An example of the appearance of an employee name can be found below:

{
"ver": "3.0",
"name": "qosmobile",
"time": 637529646125000000,
"popSample": 100.0,
"iKey": "0:0dd87db8b85e42aba0a6f78e492906af",
"flags": 257,
v,
"extlngest": [],
"extProtocol": [
{

"metadataCrc": 0,

"ticketKeys": [],

"devMake": "HMD Global",

"devModel": "TA-1032"

1
1,
"extUser": [
{
"id": ",
"localld": "p:10032000E7961B87",
"authld": "",
"locale": ""
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1
1,
"extDevice": [
{
Ilidll: llII'

"authld": "",
"authSecld": "",
"deviceClass": "",
"orgld": ",
"orgAuthld": "",
"make": "",

[,

"mode

1
1,
"extOs": [
{
"locale": "",
"expld": "",
"bootld": O,
"name": "Android",
"ver": "9"
}
1,
"extApp": [
{
"expld": "",
"userld": "",
"env": "
"asld": 0,
"id": "OneDrive_Android",
"ver": "6.27",
"locale": "en-GB",
"name": "OneDrive_Android"
}
1,
"extUtc": [],

"extXbl": [],
"extJavascript": [],

7

"extReceipts": [],
"extNet": [

{

"provider

n, nn
. ’

"cost": "Unmetered",

"localld": "a:52bdda93b13082b6",
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"type": "Unknown"

}
1,
"extSdk": [
{
"libVer": "EVT-Android-C++-no-3.5.25.1",
"epoch": "101c9e71-ea72-736¢-83f7-dabc157633fc",
"seq": 221,
"installld": "54e8721e-4b9b-0ec7-e738-466ec8alee38"
}
1,
"extLoc": [
{
"id": ",
"country": "",
"timezone": "+02:00"
1
1,
"extCloud": [],
"extM365a": [
{
"enrolledTenantld": ""
}
1,
"ext": [],
“tags": {},
"baseType": "custom.qosmobile",
"baseData": [],
"data": [
{
"properties": {
"AccountType": "Business",
"AuthEnvironment": "Global",
"BuildType": "Prod",
"BusinessAuthType": "AAD",
"CorrelationVector": "9df386cd12dc4cf68e35545c57bc546f",
"DebuglInfo": "SPRequestGuid : f14cba9f-708c-2000-b8e6-73e8ac705938",
"Duration": "131",
"Environment": "PROD",
"EventCategory": "Metadata/Commands",
"EventInfo.Level": 2,
"EventName": "QoS/XPlat",
"EventSchemaVersion": "20",
"EventType": "QoS",
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"ForegroundMode": "true",

"HttpStatusCode": "200",

"HttpUrl": "https://privacycompany-
my.sharepoint.com:443/personal/floor_terra_privacycompany_nl/_api/v2.0/sites/root/drive?expan
d=commands",

"IsIntentional": "0",

"Logger": "OneDS",

"LoginTimestamp": "Thu Apr 01 09:56:18 GMT+02:00 2021",

"MAMEnabled": "false",

"Name": "QoS/XPlat",

"PowerSaveMode": "false",

"ResultType": "Success",

"SampleRate": "1",

"Tenantld": "439f91bd-ed3a-49cf-b758-9e0d41fe7520",

"TenantName": "Privacy Company",

"UserAgent": "OneDrive for Android/6.27 (Android/9; en-GB; HMD Global/TA-1032)",

"Userld": "10032000E7961B87",

"ai.device.id": "c1a26612-1ec9-4976-b296-1164f4d78767",

"ai.user.id": "p:10032000E7961B87"

4. Transparency on telemetry data

This section answers the fourth verification question:

Has Microsoft published adequate documentation on the diagnostic data it collects from the
inspected Office mobile apps, the Intune Company Portal app, and the Office for the Web apps? Is
there any documentation on other Office 365 apps?

Microsoft has published an overview of the diagnostic data collection on 24 March 2021. This list
can be found here: https://docs.microsoft.com/en-us/deployoffice/privacy/required-diagnostic-
data#office-setup-and-inventory-subtype . This page contains a list of the data items and a brief

explanation for each item of what it means or represents. The documentation covers the tested
apps, as well as other apps. A full list of the apps for Windows, MacQS, iOS, and Android for which
the privacy controls are available can be found here: https://docs.microsoft.com/en-

us/deployoffice/privacy/products-versions-privacy-controls . The Intune Company Portal app is not
included in this list. Other information on diagnostic data collected from the Intune Company Portal

app was not found.

The documentation on telemetry and diagnostic data is not complete, or at least it does not match
the names given to events. In Annex 1, an overview is given of the detected data via the data viewer
tool and via the mitm proxy. If documentation on the specific item is available in the overview as
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provided by Microsoft, the URL to the specific item is added to the table. As can be seen, these
URLs are lacking for the majority of data events that have been found during the tests.

5. Effectivity Data Subject Access Request

This section answers the fifth and last verification question:

Does Microsoft give system administrators full access via its (online) Data Subject Access Request
tool to the diagnostic data it collects from the inspected (Office 365 and Intune) apps? Does
Microsoft provide adequate explanations if it does not provide certain personal data?

System administrators can submit the Data Subject Access Request in the admin environment.
They then have the option to download the data related to the specific user by means of the Data
Subject Request tool provided by Microsoft, see Figure 2 below. This tool does not contain an
option to download any diagnostic (meta) data.

Additionally, admins can perform a specific query to obtain the user activities related to content, i.e.
the diagnostic data from the service generated server logs. But Microsoft does not provide tools to
access the telemetry data generated by end-user activities. Microsoft has not provided an
explanation for the omission of the telemetry data from data subject access requests.
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Figure 2: Available options in Microsoft’s DSR tool®
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Conclusions

Microsoft has implemented most of the agreed improvement measures according to plan.
However, the two anomalies observed in August 2020 are still present today. These are:

3. The presence of a Controller Connected Experience in the Outlook Web app and thus traffic
to third party Giphy, and;

4. The presence of names and e-mail addresses in Android OneDrive, iOS OneDrive, and Word
Online telemetry.

Additionally, the analysis of the telemetry traffic shows that there are major bugs in the telemetry
data viewer tools for iOS Teams, Android OneDrive, and Android Word. The data collected via the
data viewer tool differ from a comparable data collection via a mitm proxy. Moreover, the majority
of diagnostic data that were found during the tests are not listed in the overview provided by
Microsoft.

Microsoft's responses to the Data Subject Access Requests filed by the administrator do not include
the telemetry data, so these answers are incomplete. Microsoft does not provide an explanation
why these personal data are not included.

Once Microsoft corrects these anomalies and completes the diagnostic data overview, and provided
that government administrators apply the recommended measures from the DPIA, the high data
protection risks for data subjects related to the collection of data about the use of Office for the
Web and the mobile Office apps identified in this DPIA will be mitigated.
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Annex 1 Telemetry Documentation:

Event Name

Office.AirSpace.AirspaceScenelnitializationTime

Office.AirSpace.Backend.Graphics.AirSpaceDeferProce
ssnotificationsOnUIThread
Office.Android.AccessibilitySystemSettings

Office.Android.AllApplicationsTelemetry
Office.Android.AndroidAuthError

Office.Android.AndroidCommonMetadata

Office.Android.AndroidIntuneEnrollmentAndPolicylnfo
rmationRule
Office.Android.AndroidOfficeActivationLatency

Office.Android.AndroidOfficeLaunchTolLandingPagelat
ency

Office.Android.AppDocsFileOperationEnds

Office.Android.AutoCreate.At.DefaultLocation

Office.Android.DistributionOfApphostLaunchActivatio
nType
Office.Android.DocsUl.FileOperations.DeviceStateDuri
ngFileOperations
Office.Android.DocsUI.FileOperations.OpenDocument
Measurements

Office.Android.DocsUl.Views.AccountInfoDialogShown

Office.Android.DocsUl.Views.AndroidnotificationPrefe
rences
Office.Android.DocsUl.Views.InitialnotificationPrefere
nces

Office.Android.DocsUl.Views.Sharelntent

Visible in
Diagnostic
Data
Viewer

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes
yes

yes

yes

yes

Visibl  Documentation URL

ein

Netw

ork

Traffi

c

yes

yes

yes

yes

yes https://docs.microsoft.com/en-
us/deployoffice/privacy/required-
diagnostic-
data#officeandroidandroidautherror

yes

yes

yes https://docs.microsoft.com/en-
us/deployoffice/privacy/required-
diagnostic-
data#tofficeandroidandroidofficeactivatio
nlatency

yes https://docs.microsoft.com/en-
us/deployoffice/privacy/required-
diagnostic-
data#officeandroidandroidofficelaunchto
landingpagelatency

yes https://docs.microsoft.com/en-
us/deployoffice/privacy/required-
diagnostic-
data#officeandroidappdocsfileoperation
ends

yes

yes

yes

yes https://docs.microsoft.com/en-
us/deployoffice/privacy/required-
diagnostic-
data#officeandroiddocsuifileoperationso
pendocumentmeasurements

yes

yes

yes
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Office.Android.EarlyTelemetry.DisplayTypeldentifier
Office.Android.EarlyTelemetry.ExpansionFilesPerf

Office.Android.EarlyTelemetry.OneDriveDocumentnoti
ficationShownEvent
Office.Android.FileSaveStatus

Office.Android.Intune.IntuneJavaUsagelnfo
Office.Android.KeyFileOperationSummary
Office.Android.KeyboardMetaDataOnStartup
Office.Android.LandingPageUserAction
Office.Android.ODBShareWebViewData
Office.Android.PinToHomenotification
Office.Android.PinToHomeStats
Office.Android.TeachingUIDismiss
Office.Android.TeachingUIShow
Office.Android.TellMeAndroid.Sessioninfo

Office.AppDocs.AppDocs.AppDocsDocumentTemplate
DownloadTaskDownloadAsync
Office.AppDocs.AppDocs.BeginInit

Office.AppDocs.AppDocs.CCsiDocumentStateExternal
UnregisterDocumentListener
Office.AppDocs.AppDocs.CsiDocument.AutoCreate20
nConnectedServiceAsync
Office.AppDocs.AppDocs.CsiDocument.CanUserSaveR
ecoveryDocument
Office.AppDocs.AppDocs.CsiDocument.CloseAsync

Office.AppDocs.AppDocs.CsiDocument.FindSize

Office.AppDocs.AppDocs.CsiDocument.GetAccessMod
e
Office.AppDocs.AppDocs.CsiDocument.GetFutureAcce
ssToken
Office.AppDocs.AppDocs.CsiDocument.GetIDocument
FromFileAsync
Office.AppDocs.AppDocs.CsiDocument.GetIDocument
FromUrlAsync
Office.AppDocs.AppDocs.CsiDocument.GetLocation

Office.AppDocs.AppDocs.CsiDocument.GetName

Office.AppDocs.AppDocs.CsiDocument.GetQuickReply
Token
Office.AppDocs.AppDocs.CsiDocument.GetReadOnlyR
easons
Office.AppDocs.AppDocs.CsiDocument.GetResourceld

Office.AppDocs.AppDocs.CsiDocument.GetSyncState
Office.AppDocs.AppDocs.CsiDocument.GetUrl
Office.AppDocs.AppDocs.CsiDocument.GetUrlString
Office.AppDocs.AppDocs.CsiDocument.GetcsiLocation

Office.AppDocs.AppDocs.CsiDocument.IsAutoSaveDisa
bled
Office.AppDocs.AppDocs.CsiDocument.IsAutoSaveDisa
bledAndHasRecoveryDat

yes
yes

yes

yes
yes
yes
yes
yes
yes
yes

yes

yes

yes

yes

yes

yes
yes

yes

yes

yes

yes
yes

yes

yes

yes
yes
yes
yes
yes

yes

yes

yes

yes

yes
yes
yes
yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes
yes

yes

yes

yes

yes

yes
yes

yes

yes

yes
yes
yes
yes
yes

yes

yes
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Office.AppDocs.AppDocs.CsiDocument.lsinOCSMode
Office.AppDocs.AppDocs.CsiDocument.lsOpen
Office.AppDocs.AppDocs.CsiDocument.OpenAsync

Office.AppDocs.AppDocs.CsiDocument.UpdateAccess
ModeAsync
Office.AppDocs.AppDocs.CsiDocument.UpdateCached
ReadOnlyReasons
Office.AppDocs.AppDocs.DocumentDescriptor.AddRea
dOnlyReasonChangesBasedOnLicensing
Office.AppDocs.AppDocs.DocumentDescriptor.ApplyR
eadOnlyReasons
Office.AppDocs.AppDocs.DocumentDescriptor.CCsiDo
cumentStateExternalRegisterListenerForDocument
Office.AppDocs.AppDocs.DocumentDescriptor.Clnvok
eCsiHelpersUpdateBlockAutoUploadReasonsAsync
Office.AppDocs.AppDocs.DocumentDescriptor.CloseAs
yncHelper
Office.AppDocs.AppDocs.DocumentDescriptor.Continu
eCreateorCopyWithIDocument
Office.AppDocs.AppDocs.DocumentDescriptor.DeleteF
romMruAsync
Office.AppDocs.AppDocs.DocumentDescriptor.GetLast
OpenedDocumentinfo
Office.AppDocs.AppDocs.DocumentDescriptor.Initializ
eFromOperationsCsiDocument
Office.AppDocs.AppDocs.DocumentDescriptor.Initializ
eFromUrl
Office.AppDocs.AppDocs.DocumentDescriptor.OnCsiD
ocumentReadOnlyReasonsChanged
Office.AppDocs.AppDocs.DocumentDescriptor.OnCsiD
ocumentRenamed
Office.AppDocs.AppDocs.DocumentDescriptor.OnCsiD
ocumentSaveOrSyncStatusChanged
Office.AppDocs.AppDocs.DocumentDescriptor.OnOpe
rationEnd
Office.AppDocs.AppDocs.DocumentDescriptor.OpenlD
ocument
Office.AppDocs.AppDocs.DocumentDescriptor.SetDoc
umentAutoSavePreference
Office.AppDocs.AppDocs.DocumentDescriptor.Update
BlockAutoUploadReasonsBasedOnLicensing
Office.AppDocs.AppDocs.DocumentDescriptor.Update
BlockAutoUploadReasonsOnlnitialization
Office.AppDocs.AppDocs.DocumentDescriptor.Update
Mru

Office.AppDocs.AppDocs.DocumentDescriptor.UpdateMruOnCsiDoc

umentSaveOrSyncStatusChanged
Office.AppDocs.AppDocs.DocumentDescriptor.Update
MruOnOperationEnd
Office.AppDocs.AppDocs.DocumentOperation

yes
yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes
yes
yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

https://docs.microsoft.com/en-
us/deployoffice/privacy/required-
diagnostic-
data#officeappdocsappdocsdocumentop
eration
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Office.AppDocs.AppDocs.DocumentTemplate.CTeleme
trylInfoUpdate
Office.AppDocs.AppDocs.DocumentTemplate.OpenCsi
Document
Office.AppDocs.AppDocs.DocumentTemplate.OpenCsi
DocumentAfterDownloadSucceeded
Office.AppDocs.AppDocs.EndInit

Office.AppDocs.AppDocs.Operation.BeginFromUrlOrP
ath
Office.AppDocs.AppDocs.Operation.FindOrlnitializeDo
cument
Office.AppDocs.AppDocs.Operation.InvokeAppCallbac
k
Office.AppDocs.AppDocs.Operation.InvokeCompletion
Callback
Office.AppDocs.AppDocs.Operation.InvokeUserCallbac
kOnOperationEnd
Office.AppDocs.AppDocs.Operation.notifyEventListen
er
Office.AppDocs.AppDocs.Operation.notifyEventListen
ers
Office.AppDocs.AppDocs.Operation.OnAfterOperation
EndsHandler
Office.AppDocs.AppDocs.Operation.OnBeforeBeginsC
allback
Office.AppDocs.AppDocs.Operation.OnBeforeBeginsH
andler
Office.AppDocs.AppDocs.Operation.OnSaveCheck

Office.AppDocs.AppDocs.Operation.PauseAll
Office.AppDocs.AppDocs.Operation.ResumeAll

Office.AppDocs.Document.Activation.OnLaunchActivat
ed
Office.AppDocs.Document.Activation.OpenlLastOpene
dDocumentlfNecessaryAsync

Office.AppDocs.Document.LastOpenedDocumentMetadata.CheckRe

coveryDataAndContinueOpenlfNecessaryAsync
Office.AppDocs.Document.LastOpenedDocumentMeta
data.CheckRecoveryDataFunc
Office.AppDocs.Document.LastOpenedDocumentMeta
data.Clear
Office.AppDocs.Document.LastOpenedDocumentMeta
data.GetDocumentFunc
Office.AppDocs.Document.LastOpenedDocumentMeta
data.OnCsiDocumentAutoCreateSucceeded
Office.AppDocs.Document.LastOpenedDocumentMeta
data.OnCsiDocumentRenamed
Office.AppDocs.Document.LastOpenedDocumentMeta
data.ReadFromRegistry
Office.AppDocs.Document.LastOpenedDocumentMeta
data.ShouldOpenLastDocument
Office.AppDocs.DocumentTemplateService.Document
Template.RequestTemplateAsync
Office.AppDocs.DocumentTemplateService.Document
Templates.RequestDocumentTemplates

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes
yes
yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes
yes
yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

24/ 42



Office.AppDocs.SavePromptHelper.CSavePromptHelpe vyes yes
r

Office.AppDocs.SavePromptHelper.InvokeCsiThrowApi  yes yes
GetAccessModeWithResult
Office.AppDocs.SavePromptHelper.InvokeCsiThrowApi  yes yes
GetQuickReplyTokenWithResult
Office.AppDocs.SavePromptHelper.InvokeCsiThrowApi  yes yes
GetSyncStateWithResult

Office.CoreUl.Android.GetBitmapFromTCID yes yes
Office.CoreUl.Android.GetlconDrawableEx yes yes
Office.CoreUl.Android.InitializeGallery yes
Office.CoreUl.Android.Themelntialise yes yes
Office.Docs.AutoSaveSettings.DocumentSaveModeHel  yes yes
persUpdateBlockAutoUploadReasonAsync
Office.Docs.AutoSaveSettings.InvokeCsiThrowApiSetM  yes yes
anualSaveStateAsync

Office.Docs.AutoSaveSettings.SetStateAsync yes yes
Office.Docs.AutoSaveSettings.UpdateBlockAutoUploa  yes yes
dReasonsAsyncHelper
Office.Docs.AutoSaveTeachingCallout.InvokeCsiThrow  yes yes
ApiGetAccessModeWithResult
Office.Docs.AutoSaveTeachingCallout.InvokeCsiThrow  yes yes
ApiGetBlockAutoUploadReasonsWithResult
Office.Docs.AutoSaveTeachingCallout.TeachingCallout  yes yes
ShowTeachingCalloutForSave
Office.Docs.Collab.Coauthor.CoauthorDocumentHelpe  yes yes
r.RetrieveEditorsTableManager
Office.Docs.Collab.Coauthor.CoauthorDocumentHelpe  yes yes
r.RetrieveRtcUser

Office.Docs.Collab.Coauthor.CoauthorDocumentHelpe  yes yes
r.TriggerRetrieveDocumentCoauthors
Office.Docs.CollabCorner.CoauthGalleryInitFM yes yes
Office.Docs.CollabCorner.CoauthGalleryOnCoauthorsR  yes yes
etrieved

Office.Docs.CollabCorner.CoauthGalleryOnCoauthorsR  yes yes
etrievedAsyncPost

Office.Docs.CollabCorner.CoauthGalleryRetrieveCoaut  yes yes
hors

Office.Docs.CollabCorner.CoauthGalleryRetrieveCoaut  yes yes
horsBeforeAsyncPost
Office.Docs.DocumentActivities.ActivityLogAcquireCap yes
abilityAsync

Office.Docs.DocumentActivities.ActivityLogAddActivity yes
nonCritical

Office.Docs.DocumentActivities.ActivityLogAsyncTask yes yes
Office.Docs.DocumentActivities.ActivityLogCacheCapa yes
bility

Office.Docs.DocumentActivities.ActivityLogCreatelLog yes
Office.Docs.DocumentActivities.ActivityLogDiscardFor yes
DocumentChange

Office.Docs.DocumentActivities.ActivityLogEnqueueAc yes

tivitynonCritical
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Office.Docs.DocumentActivities.ActivityLogEntryCreat
eForRuntimeActivitynonCritical
Office.Docs.DocumentActivities.ActivityLogEntryCreat
enonCritical
Office.Docs.DocumentActivities.ActivityLogEntrySetSta
tenonCritical
Office.Docs.DocumentActivities.ActivityLogTriggerAsy
ncTaskWorker
Office.Docs.DocumentActivities.ServiceActivityResultn
onCritical
Office.Docs.DocumentActivities.ServiceGetCapabilities
Async
Office.Docs.DocumentActivities.ServicePublishActivitie
sAsync

Office.Docs.DocumentActivities. TransmitQueueAppen
dAsyncBatch
Office.Docs.DocumentActivities.TransmitQueueCreate
Insance

Office.Docs.DocumentActivities. TransmitQueuelnitFile
Path

Office.Docs.DocumentActivities. TransmitQueuelnsert
ActivitynonCritical

Office.Docs.DocumentActivities. TransmitQueuelLoadA
sync

Office.Docs.DocumentActivities. TransmitQueueManag
erAsyncQueueTask

Office.Docs.DocumentActivities. TransmitQueueManag
erRunAsync

Office.Docs.DocumentActivities. TransmitQueueRemov
eAsyncBatch

Office.Docs.DocumentActivities. TransmitQueueSetEnt
erpriseDataProtectionAsync
Office.Docs.DocumentActivities. TransmitQueueTryDel
eteEmptyFileAsync

Office.Docs.DocumentActivities. TransmitQueueWriteA
ctivity

Office.Docs.DocumentActivities. TransmitQueueWrite
DocumentinfoHeader
Office.Docs.DocumentErrorUl.HandleLockingErrors

Office.Docs.DocumentInfoCallout.CCsiDocumentState
ExternalRegisterListenerForDocument
Office.Docs.DocumentInfoCallout.CCsiDocumentState
ExternalUnregisterDocumentListener
Office.Docs.DocumentinfoCallout.CsiDocumentGetEnt
erpriseProtection
Office.Docs.DocumentinfoCallout.DocumentinfoHelpe
rinitializeSyncStateChangelistenerHelper
Office.Docs.DocumentinfoCallout.DocumentinfoHelpe
rUninitializeSyncStateChangelListenerHelper
Office.Docs.DocumentinfoCallout.EnableEnableOnUIT
hread
Office.Docs.DocumentinfoCallout.RenameGetCanRena
me
Office.Docs.DocumentinfoCallout.RenameOnUIThread
RenameAsync

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes
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Office.Docs.DocumentinfoCallout.RenameRenameOn
UlThread
Office.Docs.DocumentinfoCallout.RenameShowRenam
eCallout
Office.Docs.DocumentMru.AggregatedMru.Aggregate
dlitemUIEvent
Office.Docs.DocumentMru.AggregatedMru.Cachelden
tities
Office.Docs.DocumentMru.AggregatedMru.ReadServic
eResponseCacheFile
Office.Docs.DocumentMru.AggregatedMru.Recomme
ndedltemActedUpon
Office.Docs.DocumentMru.AggregatedMru.SendServic
eRequest
Office.Docs.DocumentMru.AggregatedMru.TrylnitFro
mServiceResponseCache
Office.Docs.DocumentMru.AggregatedMru.WriteServi
ceResponseCacheFile
Office.Docs.Documentnotifications.Register.ODBVroo
mSubscribe
Office.Docs.Documentnotifications.Register.Onldentit
yChange
Office.Docs.Documentnotifications.Registerldentity

Office.Docs.EnterpriseDataProtection.EnterpriseDataP
rotectionGetProtectionInfoAsync
Office.Docs.EnterpriseDataProtection.EnterpriseDataP
rotectionSetUIPolicyldentityAsync
Office.Docs.EnterpriseDataProtection.IsldentityManag
ed

Office.Docs.EnterpriseDataProtection.URL

Office.Docs.GRF.Init

Office.Docs.InDocumentErrorUl.CCsiDocumentStateEx
ternalRegisterListenerForDocument
Office.Docs.InDocumentErrorUl.CCsiDocumentStateEx
ternalUnregisterDocumentListener
Office.Docs.InDocumentErrorUl.CErrorUICheckErrorAn
dReadOnlyStateForDocument
Office.Docs.InDocumentErrorUL.CErrorUIClearHandled
Errors
Office.Docs.InDocumentErrorUI.CErrorUlInitialize

Office.Docs.InDocumentErrorUl.CErrorUIRegisterAsSy
ncStatelistener
Office.Docs.InDocumentErrorUl.CErrorUlUninitialize

Office.Docs.InDocumentErrorUI.CErrorUlUnregisterAs
SyncStatelistener
Office.Docs.InDocumentErrorUl.InvokeCsiThrowApiGe
tSyncStateWithResult
Office.Docs.LandingPage.CCsiDocumentStateExternalR
egisterListenerForAllCachedFiles
Office.Docs.LandingPage.CCsiDocumentStateExternalR
egisterListenerForDocument
Office.Docs.LandingPage.CCsiDocumentStateExternalU
nregisterDocumentListener

yes

yes

yes

yes

yes

yes

yes
yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes
yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes
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Office.Docs.LandingPage.ExternalCreateLandingPageFi
leLocationFromUrl
Office.Docs.LandingPage.HandleOpenPickerResult

Office.Docs.LandingPage.LandingPageDocumentltemA
ction
Office.Docs.LandingPage.LandingPageDocumentltemR
equest
Office.Docs.LandingPage.LandingPageDocumentTempl
ateMetadataRetrieval
Office.Docs.LandingPage.LandingPageDocumentTempl
ateThumbnailRetrieval
Office.Docs.LandingPage.LandingPageExternalConnect
edServiceFileLocationUpdate
Office.Docs.LandingPage.LandingPageFileLocationReq
uest
Office.Docs.LandingPage.LandingPageGetSharedWith
MeDocuments
Office.Docs.LandingPage.LandingPageOnRecentDocAc
tivated
Office.Docs.LandingPage.LandingPageOnSharedWithM
eDocActivated
Office.Docs.LandingPage.LandingPageRegisterCurrent
DocODClListener
Office.Docs.LandingPage.LandingPageRegisterODCList
ener
Office.Docs.LandingPage.LandingPageTemplateltemGe
tThumbnailAsync
Office.Docs.LandingPage.LandingPageUnregisterCurre
ntDocODClListener
Office.Docs.LandingPage.LandingPageUpdateldentityB
lockDocumentltems
Office.Docs.LandingPage.LandingPageUpdateldentityB
lockFileLocations
Office.Docs.LandingPage.OnOpportunisticSaveAndUpl
oadRequested
Office.Docs.LandingPage.OpportunisticSaveAndUploa
dHelper
Office.Docs.LandingPage.SavePaneShowRenamecCallou
t
Office.Docs.LandingPage.SavePaneUpdateCurrentDoc
Data
Office.Docs.LandingPage.ShowlLandingPageAfterView
UnlockedInUlContextExtra
Office.Docs.LandingPage.ShowLandingPagelnUIContex
t
Office.Docs.LandingPage.ShowLandingPagelnUIContex
tExtra
Office.Docs.LandingPage.ShowlLandingPagelnternalExt
ra

Office.Docs.LandingPage.UIStartPage

Office.Docs.LogOperation.ReportError

Office.Docs.ModernBackstage.BackstagePageControlU
serFinit
Office.Docs.ModernBackstage.FDoActionmsotcidBacks
tageRename

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes
yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes
yes

yes

yes
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Office.Docs.ModernBackstage.FDoActionmsotcidFileSa
veAndClose
Office.Docs.ModernBackstage.FDoActionmsotcidSave

Office.Docs.ModernBackstage.FDoActionmsotcidSetti
ngs
Office.Docs.ModernBackstage.InvokeCsiThrowApiGet
AccessModeWithResult
Office.Docs.ModernBackstage.lnvokeCsiThrowApiGetB
lockAutoUploadReasonsWithResult
Office.Docs.ModernBackstage.UIBackstage

Office.Docs.ModernSharing.BackgroundInitialization

Office.Docs.ModernSharing.CCsiDocumentStateExtern
alRegisterListenerForDocument
Office.Docs.ModernSharing.CCsiDocumentStateExtern
alUnregisterDocumentListener
Office.Docs.ModernSharing.CSharePaneManagerCreat
eSharedDocumentModellnUIContext
Office.Docs.ModernSharing.CSharePaneManagerEdito
rsUpdateAvailable
Office.Docs.ModernSharing.CSharePaneManagerGetO
rCreateSharedDocumentModellnUIContext
Office.Docs.ModernSharing.CSharePaneManagerHide
SharePanelnUIContext
Office.Docs.ModernSharing.CSharePaneManagerInitB
GThread
Office.Docs.ModernSharing.CSharePaneManagerlnitial
izeCoauthors
Office.Docs.ModernSharing.CSharePaneManagerlnitial
izeCoauthorsWithIDocument
Office.Docs.ModernSharing.CSharePaneManagerOnCl
oseEvent
Office.Docs.ModernSharing.CSharePaneManagerOnEd
itorsUpdateAvailableBG
Office.Docs.ModernSharing.CSharePaneManagerOnO
penEvent
Office.Docs.ModernSharing.CSharePaneManagerShow
SharePanelnUIContextTcidShare
Office.Docs.ModernSharing.CSharePaneManagerUpda
teCoauthorsFromEditorsTable
Office.Docs.ModernSharing.ShareContractSourcelnitia
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Office.Word.Word.UnresponsivenessBucketedData

yes
yes

yes

yes

yes

yes
yes
yes

yes

yes

yes
yes
yes
yes
yes
yes
yes
yes
yes
yes

yes

yes
yes
yes
yes
yes
yes

yes

yes
yes

yes

yes

yes

yes

yes

yes
yes
yes
yes

yes

yes
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yes
yes
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Office.Word.Word.WebScalingViewAutoSwitchApplied yes
Office.Word.Word.WwdViewTypeChangeApplied yes
Office_Feedback_SDK

act_stats

awt_stats

chunk_load

click

client_event

clientstartupsuccess
edf_trouter_client_connected
edf_trouter_client_disconnected
edf_trouter_client_event
edf_trouter_client_host_and_listener_events
ev_customerpromise

ev_engagement

ev_experiment

ev_experimentflight

ev_nav

ev_page

ev_pageinit

ev_qos

ev_rumonedataupload

ev_trace

events

evt_stats yes
expmobile yes

generic_click

generic_event

generic_impression

generic_qos

generic_request

http yes
impression
initializelivepersonacard_success
livepersonacard_configurationsetaction
livepersonacard_events
livepersonacard_qos

mdsc_conference

mdsc_datachannel

mdsc_logging
mdsc_mediaagentmanager

mdsc_mediadiagnostic

yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes

yes

yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes

yes
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mdsc_negotiation

mdsc_qoe
mdsc_rmconnectionevent
monitoring

networkrequests

notification
office_feedback_sdk
pdf_viewer_android_save_time
pdf_viewer_android_session_time
pdf_viewer_android_telemetry
performance
performance_dump
pm_handle_notification
prefetch_request

gosmobile

scenario

scenarions
searchbox_performance
serverrequest

session

skypecosi_concore_native_callsignalingagent_callmod

ality

skypecosi_concore_native_callsignalingagent_content

sharing

skypecosi_concore_native_callsignalingagent_convers

ation

skypecosi_concore_native_callsignalingagent_httpreq

uest

skypecosi_concore_native_callsignalingagent_httpreq

uest_2

skypecosi_concore_native_callsignalingagent_mediare

negotiation

skypecosi_concore_native_callsignalingagent_video

trace
trap_token_manager
usagemobile

userBi

userbi

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes
yes
yes
yes

yes

yes

yes
yes
yes

yes

yes
yes
yes
yes

yes

yes

yes

yes

yes

yes

yes

yes
yes

yes

yes
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