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Summary

This report, commissioned by SLM Rijk , contains the results of a technical

verification of Mi cr osof t 6s doadeauritypurposes threugm g the use of
Microsoft 365 Defender . This suite bundle s different security services to protect
devices, users, e -mail and login . The conclusions apply to both the Enterpris e and
the Education versions of Microsoft 365

Nine verification questions
This report is based on nine verification questions.
1. Does Defender adequately detect critical threats and security breaches from
devices and cloud apps , and with regard to malicious emails, files and URLs
that are exchanged via e  -mail and via OneDrive and Teams, both within the

tenant and with external individual s?

2. Does Defender provide adequate warnings about suspicious logins via the
Azure Active Directory?

3. How does the data anonymi sation option work in Defender for Cloud Apps ?
4. Does Microsoft send traffic to third parties (including through cookies, and to

itself as an independent data controller) when a system administrator
enables Defender ? If so, are those third parties mentioned on the list of

subprocessors?
5. Does Microsoft process learnings from security incidents across its
Enterprise and Education user base, or are there limitations , such as prior

anonymisation ?

6. Does Defender create individual risk profiles and for individual  scores in the
different analytic  overviews and reports?

7. Does Microsoft publish adequate documentation on the personal data it
collects through the tested  applications, in comparison with captured
network trafficand  logs that are accessible for system administrators?

8. Does Microsoft give system administrators fu Il access to all personal data it
processes through the different Defender tools? Does Microsoft provide
adequate explanations if it does not provide access to certain personal data?

9. Are there high risks resulting from the transfer of personal data to the USA
or other third countries?

Outcome s

The main outcome of these tests is that Defender 365 does what it is supposed to

do: inventory and protect devices , and detect malicious files , URLs, bulk mail and

suspicious logins . Defender 365 does not recognise a Il possible malicious activity, for

exampleold spyware, and gives the benefit of the doub
Following this logic , Defender assumes a high trust level fore nd use rs authenticated



with Mi cr o s of Adhenticaterapp.
determining the

This makes Defender 365 less effective in
ra nsck sé torfaersiddksenddlig rd@es not mean

Defender

is not capable of achieving the purposes for which it processes personal data:

securing the work environment. The lack of alerts during

consequence of the limited test scope while
multiple criteria

the scope of the tests.

some tests is a logical

Microsoft bases risk assessments on
. These criteria  could not all be replicated
replicating a worldwide phishing campaign on multiple organisa

in the tests. For example:
tions was outside of

It follows from the tests that Microsoft does not automatically send personal data to

external third parties, except for limited traffic to Twitter. Microsoft

itself as a third party (independent
and content data received through Feedback forms.
contractual privacy
itself when it is opportune to share any pers
independent data controller
data flow .

Reply and measures Microsoft April 2023

Following a dialogue with SLM Rijk

guarantees
onal data with itself in a role as
, without any technical

in April 2023

also qualif ies

data controller) for the processing of personal

It is not in line with the

for Microsoftods

measure to centrally prevent this

, Microsoft clarified the purposes and

scope of its data processing and transfers to the USA. Microsoft also improved its

public documentation about the

the se terms  did not imply any

data processing for
Microsoft previously used the words 'Insights' and 'Machine Learning'
personal data processing for

threat analysis . Though
, the use of

global analytics.

Microsoft clarified that it only transposes information about new threats to a list of

known threats, without any customer information

acknowledged t hat device identifiers are personal data

public documentation

the use of Feedback in En
processor for the Feedback data

Remedies
In order to remedy the

commitments
advised to take the following remedies.

remaining

. Microsoft has committed to develop two
outgoing data traffic in the Defender admin console to Twitter and
terprise and Education tenants

issues with regard to the
, Microsoft and the government organisations / universities are

or personal data . Microsoft also
, and agreed to update its
options to block
to centrally block
, or become a data

contractual privacy

Inventory No recommendations Inform users about the data processing
and protect when they sign for receipt for their
devices company -managed device
No recommendations Avoid automatic  deletion of suspicious
Detect files, mails .
mails, apps Allow employees to ask admins p  erform to
and URLs performa manual review on documents
guarantined as malware
Allow the end user access to mails
qualified as spam

Oonl

ne

‘N
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Detect
suspicious
logins

No recommendations

Instruct the admins to actively monitor for
alerts on users at risk and to quickly follow
up to make sure the detections are
effective and the consequences of
incorrect detections are minimised.

Create a monitoring policy to restrict how
admins are allowed to use the monitoring
results, and inform the users about this
personal data processing and the limits on
its use.

Consider using pseudonyms for

whose identity  should remain confidential

Data
minimisation
option Cloud
Apps

Microsoft should use the
term 'pseudonymisation’
instead of
‘anonymization'.

Use the pseudonymisation functionality to
prevent unauthorised access to sensitive
characteristics of end users that can be
derived from their app usage.

When using the temporary user data
enrichment option  to detect individual
shadow IT usage , organisatio ns must
develop and communicate clear and
knowable rules about the circumstances
when these data can be accessed and for

what specific purposes.

Traffic to
third parties

Honour the two
commitments to d

a setting to block the
functionality of the
Twitter feed

and to offer a group
policy or setting to
centrally block the use
of Feedback in
Enterprise and
Education tenants or
become a data

evelop

Use the central opt  -out functionality for
Twitter and Feedback .

processor .

Data reuse No recommendations No recommendations

across

userbase

Profiling No recommendations Provide a concise, intelligible and easily

accessible internal explanation to
employees about the data processing in
Defender .

employees




Docu - No recommendations

mentation

Microsoft must provide
more information about
the observed Telemetry
Data from the admin
portal , unless Microsoft
is able to ensure that
the browser telemetry
data do not contain any
identifying
(pseudonymous)
personal data.

Data Subject No recommendations

Access

Speed up the process of
providing access

Stop collecting

identifying data via the
browser telemetry data

or p rovide accesst o all
personal data processed
by Defender in a

concise, transparent,
intelligible and easily
accessible form.

If Microsoft wants to

rely on an exception to
the access rights from
Art. 23 (1) under i of

the GDPR jo. Art. 41(1)
sub i of the UAVG,
Microsoft should explain
the necessity in detail

Transfer
risks

Complete the EU Data
Boundary as soon as
possible for all personal
data, keep SLM Rijk up

Accept the risks of transfer of
pseudonymised server generate server
logs and telemetry data to the USA until
the end of 2023.

to date about the

progress Warn admins not to upload personal data

in attachments with support tickets
(transfer to the USA possible until the end
of 2024) .

Consider using pseudonyms for specific
employees working with secret data, and
for system administrators

Introduction

This report describes the results of a technical verification started in  May 2022 of

Mi crosoftds compl i an crmendment regotiateain Jumei2@1a ly BLMa

Rijk (Strategic Vendor Management for Microsoft, Google and AWS) for specific online

services that are part of Microsoft 365 . In 2020, SURF, the  Dutch umbrella ICT
organisation for institutions of higher education , negotiated a similar privacy

amendment. SLM Rijk commissioned Privacy Company to check Mi crosoftds
compliance with the privacy guarantees for the online services for both Enterprise and

Education version
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This report is  a technical verification report . In reply to the findings of this report,
Microsoft has provided clarifications and committed to develop data minimisation

tools. As this technical verification report did not identify serious shortcomings , the
results of this report  will not be presentedin a full DPIA report

Previous DPIAs on Microsoft Office 365

The cluster report s build on the (repeat) Data protection impact assessment (DPIA)

on Office 365 for the Web and mobile Office apps published in July 2020. ! The DPIA
concentrated on the  seven most frequently used Office applications, namely: Word,
PowerPoint, Excel, Outlook, Teams , SharePointand OneDrive , in combination with the
Azure AD .

The DPIA concluded there were 6 high data protection risks for end -users of the
software related to the proces sing of data about their use of the software and services
(so-called Diagnostic Data). Between April and June 2020, SLM Microsoft Rijk and
Microsoft agreed on measures to mitigate the six high data protection risks, as
described in Section 17.3 of the DPIA . Some of the mitigating measures could be
implemented fast, other mitigating measures required more time.

Privacy Company conducted a first check on the status quo of the implementation

measures in August 2020, and found Microsoft complied with the 4 mit igating
measures it had agreed to implement per 1 August 2020. In a second check,
performed in April 2021, Privacy Company verifie

remaining improvement measures, also with regard to some low risks found in the
separate DPI A on Microsoft Intune. 2

Scope of this report . Microsoft 365 Defender

This report focusses on the data processing resulting from the use of Microsoft 365
Defender , hereinafter referred to as 'Defender' . This suite bundles different security
services to protect devices, users, e -mail and login.  Four services are in scope:

1. Microsoft Defender for Endpoint (MDE)
2. Microsoft Defender for Office 365

3. Microsoft Defender for Identity

4. Microsoft Defender for Cloud Apps 3

! Data protection impact assessment Office 365 for the Web and mobile Office apps, 30 June
2020, URL:

https://www.rijksoverheid.nl/binaries/rijksoverheid/documenten/rapporten/2020/06/30/data -
protection -impact -assessment - office - 365 -for -the -web -and - mobile - office -
apps/DPIA+Office+for+the+Web+and+mobile+Office+apps+30+June+2020 .pdf

2 Data protection impact assessment Intune, 30 June 2020, URL:
https://www.rijksoverheid.nl/binaries/rijksoverheid/documenten/rapporten/2020/06/30/data -
protection -impact -assessment -intune/DPIA+Intune+30+June+2020.pdf

3 Defender includes two other services that Privacy Company has not investigated, Defender

for Cloud and Microsoft Sentinel. See: Microsoft Defender for Endpoint, 9 April 2023, URL:
https://learn.microsoft.com/ en-gb/microsoft -365/security/defender  -endpoint/microsoft -
defender -endpoint?view=0365 -worldwide .



https://www.rijksoverheid.nl/binaries/rijksoverheid/documenten/rapporten/2020/06/30/data-protection-impact-assessment-office-365-for-the-web-and-mobile-office-apps/DPIA+Office+for+the+Web+and+mobile+Office+apps+30+June+2020.pdf
https://www.rijksoverheid.nl/binaries/rijksoverheid/documenten/rapporten/2020/06/30/data-protection-impact-assessment-office-365-for-the-web-and-mobile-office-apps/DPIA+Office+for+the+Web+and+mobile+Office+apps+30+June+2020.pdf
https://www.rijksoverheid.nl/binaries/rijksoverheid/documenten/rapporten/2020/06/30/data-protection-impact-assessment-office-365-for-the-web-and-mobile-office-apps/DPIA+Office+for+the+Web+and+mobile+Office+apps+30+June+2020.pdf
https://www.rijksoverheid.nl/binaries/rijksoverheid/documenten/rapporten/2020/06/30/data-protection-impact-assessment-intune/DPIA+Intune+30+June+2020.pdf
https://www.rijksoverheid.nl/binaries/rijksoverheid/documenten/rapporten/2020/06/30/data-protection-impact-assessment-intune/DPIA+Intune+30+June+2020.pdf
https://learn.microsoft.com/en-gb/microsoft-365/security/defender-endpoint/microsoft-defender-endpoint?view=o365-worldwide
https://learn.microsoft.com/en-gb/microsoft-365/security/defender-endpoint/microsoft-defender-endpoint?view=o365-worldwide

Figure 1:lllustration Microsoft tools in Microso ft 365 Defender *

Microsoft 365 Defender

© 0 O

Microsoft Defender Microsoft Defender Microsoft Defender Microsoft Defender
for Endpoint for Office 365 for Identity for Cloud Apps

Some Defender services had other names until 2022, namely Exchange Online
Protection (EOP) and Office 365 Advanced Threat Protection (ATP). These features

are now known as  Defender for Office 365. T  he Defender for Cloud Apps service was
previously called Microsoft Cloud Apps Security (MCAS). Only the name of Defender
for Endpoint was unchanged.

The 15 most relevant Defender services for this DPIA are listed below in Table 1.

Many of the services for  Office and Identity can also be used to enrich reports on
Endpoint and Cloud Apps; there is no longer a hard distinction between the four

Defender services. The four services marked with an asterisk are not separately
discussed in this report, as it involves the detection of individual malicious files or
activities by system administrators. Hence the customer is in control of the scope of
the data processing.

Table 1: Overview of relevant data processing services in Defender

Defender Service Description and functionality
Endpoint Device Inventory| Lists devices on the network, and whether they are
protected with MDE
Threat and Dashboard showing potentially malicious files and dey
Vulnerability behaviours
Management
Office and | Users at risk List of potentially compromised users, bothddyaviour
Identity and logins from suspicious locations.
Incidents & Automatic alerts aboutyberattackson the tenant or
alerts devices (in MDE)
Threat analytics | New unknown viruses and malware in devices (MDE)
mailboxes
Explorer Suspicious emails, e.g. attachments with malware or
content with phishingampaigns. Also includes tab "To
targeted users," the end users who most often receive
such emails.
Review Overview of actions for system administrators, for
example ananualreview if a suspicious mail or file hag
been quarantined, or what to do witkeus blocked by

4 Screenshot from Microsoft instru ction video about  Defender for Endpoint, URL:
https://www.microsoft.com/en - us/videoplayer/embed/RE4wDob?postJslIMsg=true



https://www.microsoft.com/en-us/videoplayer/embed/RE4wDob?postJsllMsg=true
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Microsoft for sending too many messages classified g
bulk mail.

Policies & rules

Four sets of settings in Defender to help administrator
manage threats: (i) Threat policies, (ii) Alert policies,
Manage advanced alerts, aid) Activity alerts.

Audit Access to audit logs that Microsoft makes available tg
administrators.

Hunting* Specific securityelated searches targeting users, deviq
(in MDE), specific alerts or configurations, e.g. look uy
user logins frorspecific countries, detect devices with
outdated/vulnerable hardware, find malicious email
attachments or malicious email senders.

Actions & Actions such as quarantining a malicious file, isolating

submission¥ device, soft deletion of an email, irtitig an antivirus
scan or blocking URLs

Exchange Search the inboxes and logs of all end users in Exchg

message trace

Online, for example, see all recent outgoing mail from
specific user after an incident. Or, check all incoming
from a sender o sent malware once.

Cloud Apps | Cloud App Cloud App Discovery dashboard and Cloudatapogue
Discovery Overview of used apps with security score and incide
dashboard and
Cloud app
catalogue
Activity Log* Audit log of actions with apps suchagin, file discard,

search, attempted access by unauthorized app.
Files Overview of files flagged as malware, with information

about the owner and the app in which the file was
detected.

Out of scope

This report does not examine the

from applications installed on end user devices
of Mi cr o s seturitg scloud services.
Telemetry Data collected by Microsoft

processing of personal data through telemetry data

, since this report focusses on the use
However, Section 5.2.2 does address the
from the browser of admins when they visit the

Defender portal.

Test methodology

This report is based on two separate inspections. In  November 2020 Privacy Company
assessed the data protection risks of some functionality of ~ Cloud Apps and Defender
for Endp oint for a government organisation , and processed the findings in a non -
public report. In 2022 Privacy Company tested the data processing via the Defender

for Office 365 tools  for SLM Rijk , at the time known as Exchange Online Protection
and Advanced Threa t Protection , including Identity Protection through the Azure AD

In 2020, the data processing was tested by performing scripted scenarios on
workstations equip ped with Windows 10 Enterprise by the government organisation
that commissioned these first two reports. Two sets of test scenarios were performed

on 5 November 2020. During the test scenarios a normal working day was simulated,

11



1.4

with opening and closing of documents and sending and receiving emails,
Selected malware was included in several ways to trigger responses by Defender for
Endpoint. This lead to a large number of reported incidents. The generated data were

etc.

sent to Microsoft's  Defender cloud ser vers in Azure . When MDE discovered a possible
security incident  an investigation package  was sent to the central service and was
made available for inspection to the system administrators. The testing of Cloud Apps

Security was limited to identity managemen t and cloud apps discovery .

The test

scenarios included logging -in from an unusual country. Two data subject request s

were subsequently filed with Microsoft to obtain any information it may have, that

was not included in the available data in the audit log s and on the dashboard.

Microsoft responded in December 2020 thatithad  not found any further inform

ation

based on the identifiers provided by Privacy Company , only the given identifiers.

The inspections in 2022 were performed in a browser , as Defender fo r Office
cloud -based service. Pri vacy Company <created a

365is a
VM with

Enterprise license in a test tenant. The VM was equipped with Windows 10 Pro version
21H1, build no. 19043.1620 and the default browser Edge (version 100.0.1185.3 6).

The browser versions of OneDrive, Teams and Outlook services were used to store
and exchange files.

To answer the fourth question (about traffic to third parties), a dedicated test script
was used with the Chrome browser 99.0.4844.84 and  MITM proxy version 6.0.2 to

test for the existence of third -party traffic in the Admin console.

Tests were performed between 31 March 2022 and 1 April 2022.  Microsoft's public

documentation and information on the restricted access Admin Console
review ed in April and May 2023.

To minimise noise in the captured data traffic, the recommended privacy minimisation
settings were followed in Office 365 (Additional Optional Connected Experiences
disabled).

About Microsoft 365 Defender

was last

This report assesses the  four major security tools included in Defender. These tools

are briefly described in four paragraphs below. Essentially, Defender sends the

information it collects about events to the Azure cloud servers dedicated to, and
within the tenant of the customer . Micros oft also transfers some  sample threat data

to itself for advance d analysis , to be able to add newly discovered threats to the
recognition patterns.

Microsoft describes the functionalities of Defender as follows:

fiThe Microsoft 365 Defender portal (https://security.microsoft.com )

combines protection, detection, investigation, and response to
collaboration , identity , device , and app threats, in a central pl  ace.®

5 Micros oft, Microsoft 365 Defender, 7 April 2022, URL: https://docs.microsoft.com/en

email ,

us/microsoft - 365/security/defender/microsoft - 365 -defende r?view=0365 -worldwide

a

Dut ch
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Figure 2: Microsoft graphic Core Defender services 6

Microsoft 365 Defender

O © 00O

Microsoft Defender Microsoft Defender Microsoft Defender Microsoft Defender
for Endpoint for Office 365 for Identity for Cloud Apps

Figure 3: Microsoft illustration scale  of Defender 7

Scale and protection of Microsoft

Over 24 trillion daily security signals

98 31B 32B

Endgiat Humaty Iderfi By sty i ety
It ehed blocied

The Defender portal provides access to 27 main sources of information. Microsoft is
regularly adding new functionalities and tabs.

The current sources of information 8 are:
1. Incidents & alerts
Hunting
Actions & submissions
Threat analytics
Secure score (0 ut of scope)
Learning hub (out of scope)
Trials (out of scope)
Device inventory
Vulnerability management (out of scope)

© o Nk wWN

5 Screenshot taken from instruction video Microsoft about Defender for Endpoint, URL:
https://www.microsoft.com/en - us/videoplayer/embed/RE4wDob?postJsliMsg=true

7 Microsoft, Machine learning and Al Innovation at Microso ft Security Research , URL:
https://www.microsoft.com/en - us/research/group/m365 -defender -research/ . More details
about the technical use of Al can be found in the blog, Improving Al -based defenses to disrupt
human -operated ransomware , 21 June 2022, URL:  https://www.microsoft.com/en -
us/security/blog/2022/06/21/improving -ai-based -defenses -to-disrupt -human -operated -
ransomware/

8 As checked on 1 May 2023  on security.microsoft.com.
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10. Partners and APIs (out of scope)

11. Evaluation & tutorials (out of scope)

12. Configuration management (out of scope)
13. Investigations

14. Explorer
15. Review

16. Campaigns (not tested)
17. Threat tracker

18. Exchange message trace

19. Attack simulation training (out of scope)
20. Policies & rules
21. App governance

22. Reports
23. Audit
24. Health

25. Permissions and roles

26. Settings

27. More resources

Figure 4: Collated screenshots of Microsoft 365 Defender Homepage
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141 Defender for Identity
Defender for Identity uses information from the on -premises Active Directory to
identify, detect, and investigate advanced threats, compromised ide ntities, and

malicious insider actions.  °

Defender for Identity offers two types of identity risk detection or calculation: Real -
time and Offline. 1°

1.4.2 Defender for Office 365

Defender for Office 365 protects against threats posed by email messages, links
(URLs) and collaboration tools.

Defender for Office 365 includes Exchange Online Protection (EOP) Mi crocer@ft 6s
email security tool. EOP checks all mails against blocklists for origin (spammers) and

malware, and redirects all hyperlinks included in the body of e -mails to Microsoft, to

be able to filter or trash malicious contents.

Microsoft explains:
fiThe message passes through content filtering (anti -spam and anti -spoofing)
where harmful messages are identified as spam, high confidence spam, phishing,
high confidence phishing, or bulk (anti -spam policies) or spoofing (spoof settings
in anti -phishing po licies. o*

Figure 5: Microsoft illustration of EOP filtering 12
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9 Microsoft 365 Defender protection , URL: https://learn.microsoft.com/en -us/microsoft -
365/security/defender/microsoft - 365 -defender?vi_ew=0365 -worldwide
10 Microsoft, Risk types and detection, 16 February 2023, URL: https://docs.microsoft.com/en -
gb/azure/active -directory/identity - protection/concept _ -identity -protection -risks#risk -types -and -
detection .
11 Microsoft, Exchange Online Protection overview , 24 February 2023, URL:
https://docs.microsoft.com/en -us/microsoft - 365/security/office - 365 - security/exchange -online -
protection -overview?view=0365 -worldwide
12 1dem.
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Microsoft explains that Defender for Office 365 includes automated investigation and
response capabilities.

fiMicrosoft Defender for Office 365 includes powerful auto mated investigation and

response (AIR) capabilities that can save your security operations team time and
effort. As alerts are triggered, it's up to your security operations team to review,

prioritize, and respond to those alerts. Keeping up with the volum e of incoming

alerts can be overwhelming. Automating some of those tasks can help. "13

Microsoft also explains it does not take automated remediation actions:
"In Microsoft Defender for Office 365, no remediation actions are taken
automatically. Remediatio n actions are taken only upon approval by your
organization's security team. AIR capabilities save your security operations team
time by identifying remediation actions and providing the details needed to make
an informed decision. o

Defender for Endpoint

Defender for Endpoint monitors end -user devices running on multiple platforms
(macOSs, iOS, Linux, Android and Windows). Privacy Company has only done (limited)
research on how Defender for Endpoint works, and only on Windows 10 devices.

protect the in formation on the device, MDE collects information about the processes
active on the device, and scans incoming files and emails, trying to detect threats like
viruses, hacking attempts and phishing. When MDE detects a potential threat, it will
collectinfo rmation about the event as well as of the state of the device at the time of

the incident, including connection status, recent security events, domain names
connected, and active and installed applications. To find potential threats, MDE scans
emails and d ownloaded documents.

Microsoft explains how it sends feedback from detections both locally to the antivirus
software on Windows 10 devices, and adds the newly discovered threat to the list of
known threats:

" After incriminating an entity, Microsoft Defender for Endpoint stops the attack via
feedback -loop blocking, which uses Microsoft Defender Antivirus to block the threat
on endpoints in the organization. Defender for Endpoint then uses the threat
intelligence gathered during the ransomwar e attack to protect other organizations.

13 Microsoft, Automated investigation and response (AIR) in Microsoft Defender for Office 365

To

nils

28 February 2023, URL: https://learn.microsoft.com/en -us/microsoft - 365/security/office  -365 -

security/air _-about?view=0365 -worldwide .
14 |dem.

15 Microsoft, Improving Al -based defences to disrupt human -operated ransomware , 21 June

2022, URL: https ://www.microsoft.com/en - us/security/blog/2022/06/21/improving -ai-based -

defenses -to-disrupt -human -operated -ransomware/
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Figure 6: lllustration Microsoft Defender for Endpoint 16
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To use the service, Microsoft Intune is required as device management software. e
SLM Rijk has published a separate DPIA on Intu ne.!® The data processing by Intune

is outside of the scope of this report.

Defender for Cloud Apps

Defender for Cloud Apps helps with security when working with cloud services .
Defender for Cloud Apps acts as a gatekeeper , a Cloud Access Security Broker , to
discove r and provid e visibility into Shadow IT and app use . It also monito rs user
activities for anomalous behaviours , control s access to the organisation's  resources,
can classify and prevent sensitive information breaches , protect s against malicious
actors, and helps to assess the compliance of cloud services 19

16 1dem.

17 Microsoft Defender portal, URL: https://securi _ty.microsoft.com

18 SLM Rijk, Data protection impact assessment Intune, 30 June 2020, URL:
https://www.rijksoverheid.nl/documenten/rapporten/2020/06/30/data - protection -impact -
assessment -intune .

19 Microsoft Defender for Cloud Apps overview , 5 February 2023, URL:
https://learn.microsoft.com/en -us/defender -cloud -apps/what -is-defender -for -cloud -apps .
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Figure 7: Microsoft illustration of Cloud Apps Architecture 20
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Depending on the configuration, Defender for Cloud Apps can route all traffic between
the user and the selected cloud services through its system to scan all online traffic
for potential malware (reverse proxy), collecting information from external cloud

services through APl -connectors and logs from the workstation.

Privacy Company has  not tested this functionality but notes that such functionality
would involve the processing of a wide array of personal data of the (external) data
subjects whose data the government organisation is processing, as well as personal
data relating to employe  es.

Microsoft explains: " Admins can search for a specific user's metadata or user's
activity. Selecting an entity opens the Users page. The Users page provides you with
comprehensive details about the entity that are pulled from connected cloud
application s. It also provides the user's activity history and security alerts related to
the user "2

Different resources in Defender 365 portal

As Microsoft has merg ed the four different security tools in Defender , the results from
the four tools are often presente d in combined dashboards or reports

20 |dem, under  Architecture, URL: https:/learn.microsoft.com/en -us/defender -cloud -
apps/what -is-defender -for -cloud - apps#architecture

21 Microsoft, Data security and privacy practices for Defender for Cloud Apps, 24 April 2023 ,
URL: https://learn.microsoft.com/en -us/defender -cloud -apps/cas -compliance -trus t.
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Below, the 11 most relevant modules from the 16 modules mentioned in Table 1
above are described to assess the risks of the data processing , with  screenshots . This
is followed bya summary list with a definition of the remaining accessible services for

admins.

1. Device Inventory

2. Threat and Vulnerability Management

3. Users at risk as shown in the Home po rtal (analysed separately in Section 3.2
of this report )

4. Incidents & alerts

5. Threat analytics

6. Explorer

7. Review

8. Policies & rules

9. Audit

10. Cloud App Discovery and Cloud app catalogue

11. Files

Device Inventory

As shown in  Figure 8 below, Defender shows overviews of connected devices and
apps used by end users.

Figure 8: Screenshot Microsoft Device Inventory

Device Inventory

Computers & Mobile  Network der

155 discovered devices are nat protected
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Threat and Vulnerability Management
To detect vulnerable devices, the Microsoft Defender for Endp oint sensor
automatically collects vulnerability and security data from the connected devices and

publishes the results in the portal. It shows devices that were in use up to 30 days
before.
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Fiiure 9: Screenshot Microsoft Threat & VuInerabiIit* Mana(.;ement dashboard 22
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Incidents & alerts

With Incidents & alerts Microsoft show s automatic warningsto an organisation about
cyber -attack events detected by anytool inthe Microsoft 365 Defender . Theincidents
can be prioritized by severity , and admins can identify affected end users by device
and per mailbox . They can also investigate domains and URLs associa ted with a
Microsoft Defender for Endpoint alert.

Figure 10: Incidents & alerts
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22 Screenshot from Microsoft instruction video Microsoft Defender for Endpoint , 7 February
2023, URL: https://www.microsoft.com/ en-us/videoplayer/embed/RE4wDob?postJsliMsg=true
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URL summary incidents

Domain Details 4

Domain Name
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Threat analytics

Verdict: Phishing

Figure 11: Screenshot Microsoft alert about suspicious domain 23
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39 active alerts, 14 9 devices

Threat analytics is based on a set of reports from Microsoft security researchers.

Microsoft describes that these reports cover the most relevant gl obal threats,
including:
T AActive threat actors and their campaigns
1 Popular and new attack techniques
9 Critical vulnerabilities
Common attack surfaces
1 Prevalent malware . 3

The tool shows which of these global threats impact assets (devices or mailboxes).
The admin can see devices with alerts, and devices with active and resolved alerts

over time. 2®

Microsoft explains impacted mailboxes are

override filters. %

mailboxes that have received email
messages that have triggered Microsoft Defender for Office 365 alerts. While most
messages that trigger alerts are typically blocked, user

- or org -level policies can

2 Screenshot Microsoft,  Investigate domains and URLs associated with a Microsoft Defender
for Endpoint alert , 27 October 2022,  URL: https://learn.microsoft.com/en -us/microsoft -

365/security/defender  -endpoint/investigate  -domain?view=0365

-worldwide .

24 Microsoft, Defender for Endpoint , Track and respond to emerging threats through threat

analytics, 7 February 2023 , URL: https://docs.microsoft.com/en

-us/microsoft -

365/security/defender  -endpoint/threat - analytics?view=0365

-worldwide .

% 1dem .
26 Microsoft, Threat analytics in Microsoft 365 Defender

, 8 March 202 3, URL:
https://docs.microsoft.com/en -us/microsoft - 365/security/defender/threat -

analytics?view=0365  -worldwide
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In the test tenant, as shown in Figure 12 below, this did notlead to any alerts, because
the tests were performed with known, old malicious files and this tool only shows
alerts for the current most important global threats.

Figure 12: (Global) threat  analytics
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155 Explorer

The tool Explorer discloses Mi cr os of t 6 s of duspicieus ternadsn , for example,

attachments with malware, or content with phishing campaigns. One of the tabs

di scl oses the 0To,pn dtherwgréstthe éndusers that rdost frequently

receivesuchmails .1t is al so possi blWRLtsod ,viveiww ht haen 6iTnodi cati on w
Microsoft has done with the URL. Each URL shown in that list provides a hyperlink to

the specific end users that have v isited those URLs.

Microsoft is able to collect this information about visited URLs because Exchange

Online Protection has anin  -build URL replacement that redirects all clicks to Microsoft

itself, in order to detect and possible junk or quarantine malicio us files. See Figure 5

in Section 1.4.2  of this repor t.

Figure 13: Explorer (mail security incidents)
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Figure 14 below illustrates details of the Top URLs in the Explorer dashboard

Figure 14:D etail of Top URLs

1.5.6 Review

As illustrated in  Figure 15 below, w ith the dashboard = Review system admin istrators
get an overview of actions to take . If Microsoft has quarantined a suspicious mail or

file, it asks the administrator for a oO6reviewbo,
do with the mail or file. Another review task is to decide what to do with users that
have been blocked by Microsoft for sending too many messages cl assified as bulk

mail. See Figure 16 below.

Figure 15: Review dashboard

Figure 16: Request for review on email
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